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1 Product Overview

DiskBoss Server is an automated, policy-based data management solution allowing one to
analyze disks, directories and network shares, classify and categorize files, search and cleanup
duplicate files, perform automated file management operations according to user-defined rules
and policies, synchronize disks, directories and network shares, compare directories and files,
perform bulk file delete and secure data wiping operations, detect unauthorized changes in
files and directories, etc.
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All disk space analysis and file management operations are integrated into a centralized and
easy-to-use GUI application allowing one pre-configure analysis and file management
operations as user-defined commands and execute any required command in a single mouse
click using the DiskBoss GUI application or direct desktop shortcuts.

« Disk Space Analysis

« File Classification and Organizing

« Duplicate Files Search and Cleanup

e Bulk File Delete and Secure Data Wiping

« Automated, Policy-Based File Management
« Real-Time Disk Change Monitoring

e High-Speed File Synchronization

e Secure File Transfer Operations

»  File Integrity Monitoring

DiskBoss allows one to generate various types of pie charts and save HTML, PDF, Excel, JSON,
text, CSV and XML reports for all types of disk space analysis, file classification and file search
operations. The user is provided with the ability to categorize and filter analysis and file
classification results and perform file management operations on categories of files. IT
administrators are provided with extensive SQL database integration capabilities allowing one
to submit disk space analysis, file classification, duplicate files search and disk change
monitoring reports into an SQL database. Reports from multiple servers and NAS storage
devices may be submitted to a centralized SQL database allowing one to display charts
showing the used disk space, file categories and duplicate files per user or per server and
providing an in-depth visibility into how the disk space is used, what types of files are stored
and how much space is wasted on duplicate files across the entire enterprise.
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In addition to the DiskBoss Server GUI application, IT and storage administrators are provided
with the DiskBoss command line utility, which can be used to execute all types of analysis and
file management operations from batch files and shell scripts. The command line utility
provides an extensive set of command line options allowing one to execute various types of
disk space analysis, file synchronization, data migration and bulk file delete operations pre-
configured for user-custom needs and hardware configurations.

[&8 Command Prompt - [m} X

c:\Program Files\DiskBoss Server\bin>diskboss -classify -dir \\flexsrv\backup

DiskBoss Server v17.8.8 (Jun 27 2826)

[Operation Successfully Completed

Host Name

User Name

Command — Fi ication
Input Dirs - \\ ckup

A - 1871 Files,

M s Files

Unknown Files = 57.96 MB
Internet Files - 41996 Files, 3.81 MB
[Windows Files - 861 Files, .94 MB
Development Files - 2516 Files, 4 MB

c:\Program Files\DiskBoss Server\bin>,

Finally, IT professionals and enterprise customers are provided with DiskBoss Server - a
server-based product version, which runs in the background as a service and is capable of
performing all type of disk space analysis and file management operations in a fully automatic
and unattended mode according to a user-specified schedule.
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Y Reports 26 Analyze NAS Servers 16:56:51 23378 Completed
Jobs 0
Tasks 8 . 27/lun/2026 1237938 Files :
Running 3 Classify NAS Servers 17:05:08 13078 Running
= Pending 0
] Completed 5 ) ] 27/)un/2026 95 Files :
B i 2 Search Duplicate Files ey i Running
= = T/un/, 7
! Disk Space Monitor - | Search Recently Created Documents :5;:"1' 42025 1397912';5 Completed
Free Disk Space
g Secure Delete Personal Files Z7/Jun/2026 134 Files Completed
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Archive Old Documents 17:10:43 103 GB Running
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© \Mlesrv.. 68754GE 23878GB © 27/un/2026 Start Command: Search Duplicate Files
© \Wlesrv. 931.06GB  511.24GB © 272026 17 Resume Command: Archive Old Documents
© 27/unf2026  17:10:43 Start Command: Archive Old Documents
L4
© Connected To: localhost

DiskBoss Server can be controlled locally or through the network using the DiskBoss client GUI
application or the command line utility. DiskBoss Server provides the ability to pre-configure
various types of disk space analysis and/or policy-based file management operations, schedule
periodic jobs, save analysis reports into a number of different formats, export analysis results
to an SQL database, periodically synchronize disks, directories and network shares and
monitor critical disks and directories for unauthorized changes.
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2 File Integrity Monitor

DiskBoss Server and DiskBoss Enterprise provide a built-in file integrity monitor allowing one
to save digital signatures of critical system files and then periodically monitor the integrity of
critical system files, detect unauthorized changes, export HTML, text, Excel CSV or XML
reports and send E-Mail notifications.

5% File Integrity Monitoring Options ? X
@ Tl File Integrity Meonitering Options
Meniter File Contents Signature
E Advanced Meonitor File Creation Date
— Monitar File Last Modification Date
_."’"’I/ Rules Manitor File Attributes
Monitor File Owner
ﬂ Exclude Manitor File Size
— Monitor Mew Files
Il Actions

[ save Cancel

The user is provided with the ability to specify one or more disks or directories to be
monitored, select which types of files should be monitored, types of changes that should be
detected and optionally save reports, send E-Mail notifications or execute custom commands
when a user-specified number of changes are detected.

¥ Detected File System Changes O *

52 File System Changes Detected

File Mame Change Description

ChiWindows\assembly\temp\QWR2BMATF... File is Missing

ChWindows\Systemn32\DriverStore\FileRep..,  File Attributes Changed: Expected 128, Actual 32
ChWindows\Win5xShamd6&d_microsoft.tran..  File Size and Contents Changed: Expected File Size 43776, Actual 163840
CAWindows\Win5x5\amd6&d_wcf-comsveco... File Size and Contents Changed: Expected File Size 55368, Actual 166528
CA\Windows\Win5x5\amd6&d_wcf-microsoft.... File Size and Contents Changed: Expected File Size 108548, Actual 387312
CHWindows\WinSxS\amd6d_wecf-m_sm_cfg... File Size and Contents Changed: Expected File Size 93968, Actual 274560
CHWindows\WinSxS\amded_wef-m_sm_evt.. File Size and Contents Changed: Expected File Size 5486, Actual 8872
ChWindows\WinSxS\amd&d_wef-m_sm_ins.. File Size and Contents Changed: Expected File Size 5494, Actual 83280
ChWindows\Win5xShamd&d_wcf-m_svc_m... File Size and Contents Changed: Expected File Size 10032, Actual 20144
CAWindows\Win5x5\amd6d_wcf-servicem...  File Size and Contents Changed: Expected File Size 50302, Actual 154240
CHWindows\Win5xS\amd&d_wecf-smdiagno... File Size and Contents Changed: Expected File Size 31156, Actual 94208
CHWindows\WinSxS\amded_wcf-smsvchos.., File Size and Contents Changed: Expected File Size 42050, Actual 117376
ChWindows\Win5xShamd6d_wcf-system.id...  File Size and Contents Changed: Expected File Size 37364, Actual 122830
CAWindows\Win5x5\amd6d_wcf-system.id...  File Size and Contents Changed: Expected File Size 119620, Actual 405504
© C\Windows\WinSxS\amdf4_wcf-system.io.... File Size and Contents Changed: Expected File Size 44052, Actual 131072
= CHWindows\WinSxS\amd6d_wcf-system.ru...  File Size and Contents Changed: Expected File Size 238600, Actual 847872 w

Q00000000000 T®

[ save Close

In addition to the file integrity monitoring capabilities available in the DiskBoss GUI
application, DiskBoss provides a command line utility allowing one to verify the integrity of
critical system files, save reports and send E-Mail notifications from shell scripts and batch
files. Finally, DiskBoss Server, which runs in the background as a service, allows one to
continuously monitor the integrity of system files in critical servers and NAS storage system.
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3 Saving Signatures of Critical System Files

The DiskBoss file integrity monitor verifies the integrity of critical file system files by
comparing a reference file system state with the current file system state including verification
of digital signatures of critical system files, creation and last modification dates, attributes, file
ownership information, etc. In order to be able to perform the verification process, the user
needs to create a file integrity monitoring command, specify disks or directories that should be
monitored, types of files that should be monitored and types of changes that should be

detected.
(% DiskBoss Client - [m]
File Command Toocls Help
al@@E s PeE 8o @
& B S B H & & [
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File Synchronization Command ..

3
[ File Organizing Command ...

M Disk Change Monitoring Command ...
= File Integrity Monitoring Command ... %
& Secure File Copy Command ...
£ Secure File Sync Command ...
% File Copy Command ...
Date | 10 FileMove Command ... Disk Space Monitor  Total Free Status
© 13/May File Delete Command ... @ c\ 38,69 GB 2045 GB Normal
@ DA 40.00 GB 3354GB Normal
[ Command Group .. O [0RY 10.03 GB 9.95 GB Normal
@ s\ 10.00 GB 9.88 GB Mormal
@ T\ 9.97 GB 9.89 GB Normal
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First of all, let's create a new file integrity monitoring command. On the user-defined
commands dialog or the commands tool pane, select the 'Add New' menu item and select the
'File Integrity Monitoring Command' menu item. On the command name dialog, enter a unique

command name and press the 'Ok' button.

£ File Integrity Monitor - Command Inputs ? X
Specify directories or files to process
Input Files and Directories
1 Ch\Windows
1 C:A\Program Files
1 Add Dir Add File Delete | | Use Specified Inputs v | P Mext Cancel

If you need to monitor the system disk on a critical server, add the 'Windows' directory and
the 'Program Files' directory. In addition, on a 64-Bit server, add the 'Program Files (x86)'

directory. Once finished adding input directories, press the 'Next' button.

Flexense Ltd.
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On the file integrity monitoring options dialog, select the 'General' tab and select/unselect
types of changes that should be detected. By default, the DiskBoss file integrity monitor
detects all types of changes and usually there is no need to change the default configuration.

& File Integrity Monitoring Options ? *
E'I Genoal File Integrity Monitaring Options
Menitor File Contents Signature

IE Advanced Menitor File Creation Date

- Menitor File Last Modification Date

_r"""lj Rules Monitor File Attributes

Monitor File Qwner
E Exclude Moanitor File Size

= Monitor New Files

I Actions

[ save Cancel

Now, select the 'Rules' tab and add one or more file matching rules specifying types of files
that should be monitored. If no rules are added on this tab, the DiskBoss file integrity monitor
will verify all types of files. If one or more file matching rules are specified, the DiskBoss file
integrity monitor, will verify files matching the specified rules and skip all other types of files.

£ File Integrity Monitoring Options ? >

E General Maonitor Files Matching Criteria o Add
& Categorized As - Programs, Extensions and Script Files ——

IE Advanced & Categorized As - Windows Security Files =
& Categorized As - Windows System Files

F'-‘* Rules

——

m Exclude

|| Actions

Or -

H save Cancel

In the simplest case, just add a single file matching rule named 'Programs, Extensions and
Script Files', which will match all types of programs, executable files, DLL libraries, batch files,
various types of scripts, etc. For a more advanced configuration, consider adding Windows
configuration files and security files.

In order to simplify the configuration process, DiskBoss provides a logically organized
hierarchy of file types allowing one to easily select required file categories. In total, DiskBoss
is capable of automatically recognizing more than 2,500 file types and categories making it
very easy to select the types of files which should be monitored. During runtime, DiskBoss will
categorize and classify file detected in the input disks and directories, verify files matching the
specified rules and report all the detected file system changes.
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Once finished adding file matching rules, press the 'Save' button to save the file integrity
monitoring command. Each time a file integrity monitoring command is saved, DiskBoss will
show a confirmation message asking the user to confirm whether the command's settings and
the file system state should be updated or the user wish to save just the command's
configuration settings without updating the file system state file.

% File System State Update Confirmation x

Press "Yes' to save settings and update the current file system state.
l %  Press 'Mo' to save settings, but do not update the file system state.

Yes Mo Cancel

In general, if the user has changed input disks or directories, file matching rules or exclude
directories, the file system state should be updated and the user needs to press the 'Yes'
button. On the other hand, if the user has modified types of changes that should be detected
and/or actions that should be executed when one or more changes are detected, there is no
need to update the file system state file and the user can press the 'No' button.

File Integrity Monitor

Operation In Progress, Please Wait ...

Status Value
= Total Files 2155
= Total Space 2.21 GB
[ Changed Files ]
= Changed Space 41,26 MB
&) Process Time 18.20 Sec
@ Performance 126.74 MB/Sec

start | || Pause | | [ stop | |Full Speed = Errors Hide

During the file system state update process, DiskBoss will display the process dialog showing
the amount of processed disk space, the number of processed files and the current status. If
you need to temporary pause the operation, press the 'Pause' button. Press the 'Continue'
button, to resume the update operation. Wait for the file system state update process to
complete and once the operation is finished, press the 'Close' button.

File Integrity Monitor

Operation Successfully Completed
Status Value
= Total Files 7071
= Total Space 73.33 ME
) Process Time 3.06 Sec
“® Performance 24.60 MB/Sec
[ start Pause \=) Stop | Full Speed - Errors Close
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4 Verifying Critical System Files

In order to manually verify critical system files, just click on the required file integrity
monitoring command in the user-defined commands tool pane. Another option is to create a
desktop shortcut for the file integrity monitoring command and to execute the command
directly from the Windows desktop.

File Integrity Monitor

Operation In Progress, Please Wait ...

Status Value
= Total Files 2155
= Total Space 2.21 GB
[ Changed Files ]
= Changed 5pace 41.26 MB
&) Process Time 18.20 Sec
@ Performance 126.74 MB/Sec
Start G Pause G Stop Full Speed - Errors Hide

During the verification process the process dialog shows the verification status, the number of
verified files, the number of detected changes, the verification performance and the process
time. In order to temporary pause the verification process, press the 'Pause' button. Press the
'Continue' button to resume a previously paused verification operation.

% Detected File System Changes

52 File System Changes Detected

File Mame Change Description

& C\Windows\assembly\ternp\QWR2B34ATF...

CAWindows\System32\DriverStore\FileRep...
© C\Windows\WinS5x5\amd64_microsoft.tran...
© CAWindows\WinSxS\amdbd_wcf-comsveeo..,
@ CA\Windows\Win5xS\amded_wecf-microsoft...
@ C\Windows\WinSxS\amded_wcf-m_sm_cfg...
O C\Windows\WinSxS\amdbd_wef-m_sm_evt...
O C\Windows\WinSxS\amdbd_wcf-m_sm_ins...
© CAWindows\WinSxS\amdbd_wcf-m_swe_m..,
O CA\Windows\WinSxS\amdéd_wcf-servicem...
© C\Windows\WinSxS\amded_wcf-smdiagna...
O CA\Windows\WinSxS\amded_wcf-smsvechos..,
O C\Windows\Win5xS\amded_wcf-system.id...
O CAWindows\WinSiS\amdbd_wcf-system.id...
O CAWindows\WinSxS\amded_wcf-system.io....
@ CA\Windows\WinSxS\amded_wcf-system.ru...

File is Missing

File Attributes Changed: Expected 128, Actual 32

File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:
File Size and Contents Changed:

Expected File Size 43776, Actual 163840
Expected File Size 35368, Actual 166528
Expected File Size 108548, Actual 397312
Expected File Size 93968, Actual 274560
Expected File Size 3486, Actual 8872
Expected File Size 5494, Actual 8320
Expected File Size 10052, Actual 20144
Expected File Size 30302, Actual 154240
Expected File Size 31156, Actual 94203
Expected File Size 42030, Actual 117376
Expected File Size 37364, Actual 122380
Expected File Size 119620, Actual 405504
Expected File Size 44052, Actual 131072
Expected File Size 238690, Actual 347872 w

H Save

Close

If one or more file system changes will be detected, the file integrity monitor will display the
change list dialog showing all the detected file system changes and allowing one to review
detected file system changes and export reports. For each detected file system change, the
file integrity monitor displays the full name of the changed file and a change description
explaining what exactly has been changed in each specific file.
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5 Exporting Report Files

The DiskBoss file integrity monitor allows one to export HTML, PDF, Excel, text, CSV and XML
report files. In order to export a report file, open the change list dialog, press the 'Save'
button and select an appropriate report format.

2% Detected File System Changes O X

52 File System Changes Detected

File Name Change Description s

@ C\Windows\assembly\temp\QWR2B9... File is Missing
Ch\Windows\System32\DriverStore\Fil..,  File Attributes Changed: Expected 128, Actual 32

© C\Windows\WinSxSiamd6&4_microsof... File Size and Contents Changed: Expected File Siz...

© C\Windows\WinSx5S\amd64_wcf-com... File Size and Contents Changed: Expected File Siz...

© C\Windows\WinSxS\amd6&4_wcf-micr... File Size and Contents Changed: Expected File Siz...

© C\Windows\WinSxS\amd64_wcf-m_s... File Size and Contents Changed: Expected File Siz...

@ CA\Windows\WinSxS\amd64_wcf-m_s... File Size and Contents Changed: Expected File Siz...

© C\Windows\WinSx5\amd64_wecf-m_s... File Size and Contents Changed: Expected File Siz... .,

cose

- PDF Report ...

HTML Report ...

Text Report ... I%
CSV Report ...

XML Report ...

[EINEY Y

@ To SOL Database

DiskBoss will open the save report dialog allowing one to select a destination directory and
enter the report file name. A typical file integrity monitoring report includes a report title, a
summary section showing general information and a list of detected file system changes. For
each detected file system change, DiskBoss shows the full name of the changed file and a
description explaining what exactly has been changed in each specific file.

G @ B @ fle/Z/Disk Boss FIM Report 13-May-2018 174436.html e @ % =

a
Generated By: DiskBoss Server v9.4.1 13-May-2018 17:44:43

File Integrity Monitor Report

Command Name File Integrity Monitor
Date 2018/05/13

Time 17:42:51

Process Mode Verify

Total Files 24319

Total Space 10.90 GB

Changed Files 52

Changed Space 78.14 MB
Performance 186.5 Files/Sec
Process Time 2 Mins, 10 Secs

File System Changes

File Name Description
[0 c\Windows\assembly\temp\26XLRLSMUY\System. Core.ni.dll File is Missing
[0 c:\windows\assembly\temp\AN&678UABPT\System.ni.dll File is Missing
O c:\windows\assembly\temp\GHBZA1LS78\System.Management.ni.dll File is Missing
[0 <:\Windows\assembly\temp\OLZN7T865Q\System.Core.ni.dll File is Missing
[0 c:\windows\assembly\temp\QWR2B94A1F\System.ni.dll File is Missing
. File Attributes Changed:
[ c:\Windows\System32\DriverStore\FileRepository\iscsi.inf_amded_46a22096f336cofd\iscsilog.dll Expected 128, Actual 32
C:\Windows\WinSxS El‘wea:‘zeedé'?ic:;teedniie
[0 ‘\amde4_microsoft.transactions.bridge.dtc_b03f5f7f11d50a3a_10.0.16299.15_none_c28b34ccdbab15bd a3 2

Size 43776, Actual

\Microsoft.Transactions.Bridge.Dtc.dll 163840 v
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6 Saving Detected Changes in SQL Database

The DiskBoss file integrity monitor allows one to save detected file system changes in an SQL
database through the ODBC database interface. In order to enable database export
capabilities, open the options dialog, select the 'Database' tab, enable the 'ODBC' interface
and specify an ODBC data source name, user name and password that should be used to
connect to the database.

% DiskBoss Options ? *
Enable ODEC Interface ~ Verify ... Clear
ODBC Data Source: |MySQL Server |
User Name: |diskboss |
Password: | sessanE |

[ save Cancel

Once finished configuring the ODBC interface, press the 'Verify' button to make sure the
DiskBoss file integrity monitor is capable of connecting to the database using the specified
ODBC database interface. In order to manually save detected file system changes to the
database, open the change list dialog, press the 'Save' button and select the 'SQL Database’
menu item.

£% Report Database O X
|zz] View All Report Types + | | 1= Search by Title -
Date Time Host  Inputs Files Space Label Title
*, 13/May/2018 18:43:03 Win.., z\ 5389 1219 GB Disk Space Analysis  Disk Space Analysis Report
13/ May/2018  18:42:13 Win.. =\ 5389 12,19 GB File Classification File Classification Repeort
B 13/May/2018  17:42:51 Win... c\windows =1 @i e Integrity Monitor  File Integrity Monitor Report
* 13/May/2018 17:22:09 Win.., o\ = BEILEEREE sk Space Analysis  Disk Space Analysis Report

o Import Reports ...
F4  Export Reports ... l%
Refresh View

Delete

L)(

-i::- Add :1:| Open #| Delete a Analyze Backup Restore Close

In order to see reports saved in the database, just press the 'Database' button located on the
main toolbar. The top part of the database dialog provides a number of report filters allowing
one to filter reports by the report type, title, host name, etc. In order to open a report, just
click on a report item in the reports view.

The database dialog allows one to export/import reports from/to the database. Select one or
more reports, press the right mouse button and select the 'Export Reports' menu item to
export the selected reports. Press the right mouse button over the reports view and select the
'Import Reports' menu item to import reports to the database.

10
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7 Excluding Subdirectories

Sometimes, it may be required to exclude one or more subdirectories from the file integrity
monitoring process. For example, if you need to monitor a disk excluding one or two special
directories, you may specify the whole disk as an input directory and add the directories that
should be skipped to the exclude list.

4 File Integrity Monitoring Options ? *
E General Exclude Directories

Ch\temnp —

[ 2] Advanced ) SCONTAINS Snapshots

2 add

1 Rules

e
Exclude
1| Actions @

— Del

] save Cancel

In order to add one or more subdirectories to the exclude list, open the file integrity
monitoring command dialog, select the 'Exclude' tab and press the 'Add' button. All files and
subdirectories located in the specified exclude directory will be excluded from the file integrity
monitoring process. In addition, users are provided with a number of exclude directories
macro commands allowing one to exclude multiple directories using a single macro command.

DiskBoss provides the following exclude directories macro commands:

$BEGINS <Text String> - this macro command excludes all directories beginning
with the specified text string.

$CONTAINS <Text String> - this macro command excludes all directories
containing the specified text string.

$ENDS <Text String> - this macro command excludes all directories ending with the
specified text string.

$REGEX <Regular Expression> - this macro command excludes directories
matching the specified regular expression.

$DIRLIST <File Name> - this macro command excludes all directories listed in the
specified text file.

$FILELIST <File Name> - this macro command excludes all files listed in the
specified text file.

For example, the exclude macro command '$CONTAINS Temporary Files' will exclude all
directories with 'Temporary Files' in the full directory path and the exclude macro command
'$REGEX \.(TMP|TEMP)$' will exclude directories ending with .TMP' or '.TEMP'.

11
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8 Periodic Verification of Critical System Files

The DiskBoss file integrity monitor allows one to periodically verify critical system files,
automatically detect unauthorized changes, generate reports, send E-Mail notifications and/or
execute custom actions. In order to execute a file integrity monitoring command periodically,
open the periodic jobs dialog and press the 'Add' button to add a new periodic job.

8, Periodic Jobs ? X
1 Active Periodic Job
Periadic Job Mame Triggers Commands  Last Start
Monitor Systemn Disk 1 1 2018/05/13 18:48:15
o Add [:[5] Edit | %] Delete Enable All Disable Al Hide

On the job dialog, select the file integrity monitoring command that should be executed and
specify the required time interval. According to the selected time interval, the DiskBoss file
integrity monitor will execute the specified command, verify critical system files, detect
changes and optionally generate reports, send E-Mail notifications and/or execute custom
commands, scripts or batch files.

£ Monitor Systern Disk ? X

Setup Periodic Job Triggers and Commands to Execute

Periodic Job Triggers or
Every 24 Hours
L]
(=]
Commands Description T
B Monitor System Disk File Integrity Monitoring Command
g
[x]
'~ Execute Commands Sequentially « | < Mormal Priority E save Cancel

Important: Keep in mind that for continuously running mission critical servers, it is more
appropriate to use DiskBoss Server, which runs in the background as a service and is
capable of automatically verifying critical system files, generate reports and send E-Mail
notifications even when no one is logged in.
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9 File Integrity Monitoring Actions

The DiskBoss file integrity monitor provides the ability to automatically save reports, submit
reports to an SQL database, send error messages to the system event log and/or send E-Mail
notifications when a user-specified number of file system changes are detected. In order to
add one or more file integrity monitoring actions, open the file integrity monitoring options
dialog, select the 'Actions' tab and press the 'Add' button.

5%, File Integrity Monitoring Options ? X
E General File Integrity Monitoring Actions
Send HTML Motification To: diskboss@yourcompany.com
\zl Advanced Send Error to System Event Log: Unauthorized Changes Detected

Save PDF Report To: di\reports

——
E Exclude
Actions

'{:- Add Edit Delete Enable Al Disable Al

[ save Cancel

On the action dialog, enter the number of file system changes that should trigger the action,
select an appropriate action type and enter an action value. For all types of report files, the
action value should be set to an existing directory where to save report files or a full file name
if all reports should be saved to the same file.

£ File Integrity Monitering Action 7 x

Select an Action To Execute

Execute Action When ‘ 10 Or More Changes Detected =
Save PDF Report To - ‘d:'n,repnrts ‘

[+1 Send HTML Motification To
[+ Send Text Motification To
=] Send Error to Event Log
L [:=] Send Warning to Event Log
=| Send Message to Event Log
@ Save HTML Report To
FOH] SSa\-'e PDF Report To
Save Text Report To
Save C5V Report To
Sawve XML Report To
] save To SQL Database
|2 Execute User Command
& Execute Custom Command

Ok Cancel

For E-Mail notifications, the action value should be set to the destination e-mail address. In
addition, in order to be able to send E-Mail notifications, the user needs to open the options
dialog, enable E-Mail notifications and specify an SMTP server to use to send E-Mail
notifications. For system event log actions, the action value should specify a textual message
that should be send to the system event log. For user-defined commands and custom
commands, the action value should specify the name of the command to be executed.
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10 Using DiskBoss Server to Monitor Critical Servers

DiskBoss Server, which runs in the background as a service, is capable of operating in a fully
automatic mode, periodically verifying critical system files, generating reports, sending E-Mail
notifications and/or executing user custom commands, scripts or batch files. DiskBoss Server
may be controlled locally or through the network using the DiskBoss client GUI application or

the DiskBoss command line utility.

% Connect to DiskBoss Server ? >

=. Enter the host name {or IP address) and the port number of the
A ) DiskBoss server to connect to. Ensure the server is accessible on the

=) network and the selected port number is open in server's firewall,

Host Mame: |Incalhost | Port: |8094 |

User Mame: |admin | Password: |sesss |
&) Connect cancel

In order to configure file integrity monitoring operations, connect to DiskBoss Server using the
client GUI application, add a file integrity monitoring command and configure a periodic job to
execute the file integrity monitoring operation at specific time intervals.

£ DiskBoss Client - O x
File Command Tools Help
P — = 3 == = =
& E = 8 B 8 8
Start Add Delete Server MNetwork Reports Jobs Tasks Connect SMART Options
Command Last Start Data Status
= Mo
Real-Time Disk Change Monitor EJSME?; l ;1605;'::155 Running
— May/
File Integrity Monitor 1;;‘2?& 2018 3;819;(‘3‘;5 Completed
Date Time Message Disk Space Monitor  Total Free Status
€ 13/May/2018 " 18:56:56 Clear Debug Log @ 38.69GB 18.28GB MNormal
© 13/May/2018 18:58:20 File Integrity Monitor - Completed @ DA 40.00GB 33.54GB MNormal
@ o\ 10.03GB 9.95 GB Normal
@ s\ 10.00 GB 9.88 GB Mormal
@ T 9.97GB 9.89 GB Normal
@ Z\ 80.00 GB 67.68 GB MNormal
Connected To: localhost Mo Periodic Jobs 1 Running, 18 Completed Tasks

In addition to the ability to periodically verify critical system files, the user is provided with an
option to setup a real-time disk change monitoring operation, which may automatically trigger
verification of critical system files in real-time when a user-specified number of changes is
detected in the system disk or the Windows system directory.

DiskBoss Server is capable of operating in a fully automated mode, without any user
intervention, continuously monitoring the system disk, detecting file system changes, saving
reports and sending E-Mail notifications even when no one is logged in allowing one to use it
on mission critical servers requiring a high level of protection and security.
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11 Using DiskBoss Command Line Utility

In addition to the GUI application, the DiskBoss file integrity monitor may be controlled using
the DiskBoss command line utility, which is located in the *<ProductDir>/bin’ directory. The
DiskBoss command line utility allows one to execute file integrity monitoring commands, save
reports, export detected changes to an SQL database, send E-Mail notifications, etc.
Command Line Syntax:

diskboss -fim_update <User-Defined File Integrity Monitoring Command>

This command scans the file system and updates the file system state file.

diskboss -fim_verify <User-Defined File Integrity Monitoring Command>

This command verifies critical system files, displays detected file system changes and
optionally saves reports, exports detected changes to an SQL database, sends E-Mail
notifications and/or executes custom actions, batch files or scripts.

Options:

-save_htmli_report [ Report File Name or Directory ]

This optional parameter saves detected file system changes to an HTML report file. If no file
name is specified, DiskBoss will automatically generate a file name and save the report to the
user's home directory.

-save_csv_report [Report File Name or Directory ]

This optional parameter saves detected file system changes to an Excel CSV report file. If no
file name is specified, DiskBoss will automatically generate a file name and save the report to
the user's home directory.

-save_text_report [Report File Name or Directory ]

This optional parameter saves detected file system changes to a text report file. If no file
name is specified, DiskBoss will automatically generate a file name and save the report to the
user's home directory.

-save_xml_report [Report File Name or Directory ]

This optional parameter saves detected file system changes to an XML report file. If no file
name is specified, DiskBoss will automatically generate a file name and save the report to the
user's home directory.

-save_ report [Report File Name or Directory ]

This optional parameter saves detected file system changes to a report file in the DiskBoss
native report format. If no file name is specified, DiskBoss will automatically generate a file
name and save the report to the user's home directory.

-save_to_database

This optional parameter saves detected file system changes to an SQL database according to
the ODBC interface configured in the options dialog.

-v - This option shows the major version, minor version, revision and build date.
-help

This parameter shows the command line usage information.
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